CBO/Jl ITPABIJI
no 0e3onacHoi padoTe COTPYIHUKOB OPraHOB MCIOJHUTEIbHOI BJIACTH
Camapckoii 00J1acTH, TOCYAaAPCTBEHHBIX OpranoB Camapckoii 00J1acTu,
OPraHoOB MECTHOI0 CAMOYIIPaBJIeHUs MYHMIMIIAJBHBIX 00pa30BaHuil B
Camapckoii 00J1aCTH ¥ IOABEAOMCTBEHHBIX M OPraHM3aluii Npu
UCNnoib30BaHuM ceT HTepHeT, ocylecTBJIeHUM NH(POPMALTMOHHOTO
B3aMMO/IeliCTBHUS ¢ CEPBHCAMM IOCYAaPCTBEHHBIX HH(OPMAIMOHHBIX
CHCTEM

1. O0ume moJ10KeHus

1.1. Hactosmuit CBojx mpaBuil 1o OGe30macHOM paboTe COTPYIHHKOB
OpPraHOB HUCHOJHUTENbHON Biactu Camapckoil 00acTd, ToCyIapCTBEHHBIX
opranoB  Camapckoil  oOjacTd, OpraHOB MECTHOTO  CaMOYINpPAaBJICHUS
MYHHUITUTIATBHBIX 00pa3oBanuii B CaMapcKoit 00JacTH U MOBETOMCTBEHHBIX UM
OpraHu3alyid NOpU  HCHOJB30BaHUM ceTH VHTEepHET, OCYIIECTBIECHUU
MHPOPMAIIMOHHOTO  B3aUMOJEHCTBUS C  CEpPBUCAMH  T'OCYJIapCTBEHHBIX
MH(POPMaIIMOHHBIX cucTeM (nanee — CBOJ MpaBuJl, MOJIb30BATENN) pa3paboTaH B
COOTBETCTBUM pekoMmeHaanusmu pemennss KoopaumnauuonHoro Coera mno
3amUTe HMHQOpMAIMM NpU  TMOJHOMOYHOM mpexacraButene IIpesunenta
Poccuiickoii @enepanuu B [IpuBomxckom denepansaom okpyre ot 27.04.2016.

1.2. CBom mpaBwsI OCHOBaH Ha TpeOoBaHuUsAX DenepaabHOTO 3aKOHA
ot 27.07.2006 Ne 149-®3 «O06 undopmaruu, nHGOPMAIIMOHHBIX TEXHOJIOTHUSIX U
0 3amuTe HHPOpMalMW», HOPMATHUBHBIX NPABOBBIX akTax Poccuiickoi
denepanuu, peryJIUpyOIIMX OTHOIIEHUS B 00JIACTH 3aIUThl HHGOPMAIIHH.

1.3. Henssmu CBos1a mpaBUI SIBISIOTCS:

- peryaupoBaHie padoThl MOJb30BaTENed NPH HCIOIb30BAHUU CETH
WuTepHeT 1 oCcylIecTBIEHNH HH()OPMALIMOHHOTO B3aUMOJIEHCTBUS C CEPBUCAMHU
rOCyIapCTBEHHBIX MH(POPMALIMOHHBIX CUCTEM;

- obecrieyeHre IEeIOCTHOCTH, KOH(PHUACHIUATbHOCTH U JOCTYIHOCTU
XpaHsIIencs 151 repe1aBaeMon uHdopmaImu, HaxXOIsIIeNCs Ha
aBTOMATU3UPOBAaHHBIX pabounx wmectax (mamee — APM) wuiam  noxaiabHOM

BhIUKCIUTEIRHOU ceTH (aanee — JIBC);



- cobmoieHne  TpeOOBaHMM, TMPETYCMOTPEHHBIX 3aKOHOJIATENHCTBOM
Poccuiickoii @enepauun ¥ HOPMAaTUBHBIMU NPABOBBIMM aKTaMU B 0O0JacTH
3alUThl THPOPMALUH.

1.4.Tlpu pabore B cetu MuTepHeT W WHGPOPMAIMOHHBIX CHCTEMaX
II0JIb30BATENH PYKOBOJICTBYIOTCS 3aKOHOAATENLCTBOM Poccuiickoit @enepanum,
HOPMATHUBHBIMU TNPABOBBIMH aKTaMH, HWHBIMA JIOKyMEHTaMH B O0OJacTH
MH(GOPMAITMOHHBIX TEXHOJIOTHIA U 6€30macHOCTH HH(popMalmu, a Takxe CBoIOM
IPaBUIL

1.5. Jonyck monb3oBareneil ans  pabotel B ceth  WHTepHET
OCYILIECTBIISIETCS B COOTBETCTBUM C HOPMAaTHMBHBIM IIPABOBBIM AaKTOM Oprasa,
OCYIECTBISAIONIET0 MATEPHAIBHO — TEXHUYECKOE O0eCreYeHne’ coTpyHUKOB
OpraHOB MCHOJIHUTENbHOM Biactu Camapckoil 007acTH, TOCYIapCTBEHHBIX
opranoB Camapckoil o00JacTM ¥ OpPraHoB MECTHOTO CaMOYIIpaBJICHUS
MyHUIMOANBHBIX 00pa3oBaHuii B Camapckodl 00sacTd, B MH(POPMALIMOHHBIX

CHCTEMax — B COOTBETCTBHH C MOJOKEHUSIMHU 00 ATUX CUCTEMAX.
2. O0mue mpaBuJja noJjib3oBanust Ha APM

2.1. Tlons3oBarenn OTBEYaeT  3a  TPABWIBHOCTH BKJTFOUCHUS
(BeixiTIOUEeHMS) APM, BXOJ B CUCTEMY U BCE IEUCTBUS MpU paboTe HA HEM.

2.2. APM pa3pemiaercs HCIOIb30BATh HMCKIIOYUTEIBHO B CIY>KEOHBIX
HEeTIsIX.

2.3. Ilonp3oBarenp 00s3aH HCKIIOYUTH BO3MOXKHOCTH HEOCTOPOKHOTO
NPUYUHECHHSI BpPe/la TEXHUYECKUM U MH(GOPMAIIMOHHBIM pecypcam.

2.4, CucteMaTU4eCKd OCYIIECTBISATh PE3EPBHOE KOIMUPOBAHUE BAXKHOU

! JIna opranos rocymapcrBeHHo# Biaacti CaMapckoll 00NAacTH, B COOTBETCTBMH C IIOCTAaHOBIEHHEM
IIpaButenscTBa Camapckoit obmactu ot 21.05.2009 Ne 234 «O6 yrtBepxkaeHunu Ilepeuns opraHoB
ucronHuTeNnsHOH Biactn Camapckod 007acTH, OPTaHM3AIMI0O MAaTEepPHAIbHO-TEXHHYECKOTO obOecreueHus,
JIESITETFHOCTH KOTOPBIX OCYIIECTBIACT JIeMapTaMeHT ynpasieHus nenamu ['ydepratopa Camapckoii oGractu n
[IpaButensctBa Camapckoit obmactm, u Ilepeuns rocyaapcTBeHHBIX opraHoB Camapckoi obmactw,
OPTraHU3aAIMI0 MaTePHAIBHO-TEXHHYECKOTO 00eCHeueHNs ACITENbHOCTH KOTOPBIX OCYIIECTBISET JeNapTaMeHT
ynpasienus aenamu ['yoepratopa Camapcekoit oonactu u [IpaButensctBa Camapckoi 001acTH» HOPMAaTHBHBIM
aKTOM SIBIISIETCS TpUKa3 JenapTaMeHTa ynpaBieHHs jenamu [ yOepHatopa Camapckoit o0macté |
IIpaButensctBa Camapckoii obmacti ot 07.12.2010 Ne 241n «O mopsiike WCIIONB30BAHHS CETH MHTEPHET» C
U3MEHEHUSIMU BHECEHHBIMU IpHKa3oM oT 07.11.2011 Ne 40m.
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uHpopMaluu, xpansieics Ha APM nonb3oBarens.

2.5. CucteMaTu4ecKk MpOBEpsATh OOHOBIICHWE AaHTUBHPYCHOM 0a3bl (Kak
IPaBWJIO, B HACTPOMKaX aHTUBUPYCA, YCTAHOBJIEHO HX aBTOMAaTHYECKOE
OOHOBIICHHE).

2.6. Bo Bpems pa0OoThl 3KpaH MOHHTOpa KOMIIBIOTEpa pacnojaratbh B
NOMEIIEHNH  TakuM  o0pa3oM,  YTOOBl  HCKJIIOYUTH  BO3MOXKHOCTD
HECaHKIIMOHUPOBAHHOTO O3HAKOMJICHUS C OTOOpaykaeMoil Ha HeM HH(pOpMaIIHei
INOCTOPOHHUMM JIMI]aMH, INTOPbl Ha OKOHHBIX IIpOe€Max JOJIKHBI OBbITh
3aBeIIaHbl (KAJIFO3U 3aKPbITHI).

2.7. Ilpy BpeMEHHOM OTCYTCTBHH MOJIb30BaTENs HA paboyeM MeCTe dKpaH
MOHMTOPA JOJHKEH OBITh MOTYILEH WM UCIOJIb30BaHA SKPAHHAs 3aCTaBKa.

2.8. Cobmonate TpeboBanus mnapoibHou mnonutuku (Pazgen 8 Csoma
IIpaBUII).

2.9.060  Bcex  BBIBICHHBIX  HApPYIIEHUSX,  CBA3AHHBIX  C
MH(OPMAIMOHHON 0€30MMaCHOCThIO, a TaK )K€ JJIA MOJyYeHU KOHCYJIbTalui M0
BOIlpocaM HMH(POPMAITMOHHON 0€30IacHOCTH, HEOOXOAWMO O0Opamarbes K

aIMUHUCTpAaTopaM HWHQPOPMALMOHHON CeTH M (WIM) CHequaliucTaMm Mo

UH(POPMaIMOHHON Oe3omacHoCTH COOTBETCTBYIOILIUX CTPYKTYPHBIX
IOAPa3ICIICHUN.
2.10. iconp30BaTh  ANEKTPOHHYIO moanmuch (mamee — OII) B

COoOTBETCTBUH ¢ PykoBojcTBOM (TipaBmiiaM) MO OOECMEYEHUIO HCIIOJIb30BAHUS
OIl u cpencts DI1, BBITaHHBIM YIOCTOBEPSAIOIIMM HEHTPOM.

IMoab30oBaTessiM 3anpeIaeTCs:

2.11. OtkpeiBath Ha APM (aiine! u 3amyckaTh MPOTPaMMBI, TTOJTYYCHHBIC
U3 HETIPOBEPECHHBIX HCTOYHUKOB.

2.12. IlepenaBaTth cBOU HACHTU(PUKAIMOHHBIC TaHHbBIE (TTAPOJIHU, JTOTHUHBI),
aTpuOyThl JOCTyna K pecypcamM HWH(OPMAIMOHHOW CHCTEMbI MOCTOPOHHUM
JULAM.

2.13. Otxirouats (OJIOKHPOBATH) CPEACTBA 3AITUTHI HH(DOPMAITUH.

2.14. TlpuBnekaTh MOCTOPOHHUX JHUI] JJISI MPOW3BOJCTBA PEMOHTA WIIU



HacTpoiiku APM.

2.15. Pazrnamats oOpabateiBaeMyto HHPOPMAITUIO TPETHUM JIUIIAM.

2.16. KonmupoBath ciy>keOHYH0 MH(POPMAITMIO Ha BHEIIHUE HOCUTENIH 0e3
pa3perieHus: pyKoBOJICTBA.

2.17. CamocCTOSATENHHO yCTaHABIUBATh, TUPAKUPOBATH, 170031
MOAU(UITUPOBATh TPOTPAMMHOE OOECIICUeHUE W ammapaTHOe OOCCIICUYCHHE,
U3MCHSTh YCTAHOBJICHHBIA aJITOPUTM (PYHKITMOHHPOBAHUS TEXHUYECKUX U
IPOTPaMMHBIX CPEJICTB.

2.18. HecaHKITMOHMPOBAHHO OTKPHIBATh OOIIMIA TOCTYN K TamkaM Ha
APM.

2.19. OcymectBisate noakiatoueHue k APM u JIBC mocTtopoHHHX U
JUYHBIX YCTPOWCTB (HampuMmep: cMapTQOHbI, Tele(OHbI, CUYUTHIBATEIH
uHpopmanuu, u3nydatonie ycrpoiictsa (Wi-Fi, Bluetooth, paguomonemsl) u

T.IL.).
3. [IpaBuia nosn3oBanus B cetu UHTEepHeT

3.1. Pecypcbl cetn MHTepHET NPENOCTAaBISIOTCS TIOJIH30BATESAM IS
nojydyeHus: HWHPOpMaMU HEOOXOJMMOW IS  BBIMOJHEHUS  CIIYKEOHBIX
00s13aHHOCTEH.

3.2. Ilonmb3oBatenb o0s13aH HE npeAnpUHUMATD MONBITOK
HECAaHKIIMOHUPOBAHHOIO J0CTyNa K WH(OPMAIMOHHBIM pecypcamM, IOCTYI K
KOTOPBIM €My OTpaHUYEH.

3.3. Ilonb30BaTesib MOXKET MOCEIIATh TOJBKO T€ PECYpPChl, COJEp KaHHE
KOTOPBIX HE NMPOTUBOPEUYUT 3aKOHOAATENbCTBY Poccuiickor @Penepanuu, a Ueib
MOCELIEHUS TOJKHA ObITh CBSI3aHa C €ro CIIYKeOHO J1eATeNbHOCTBIO.

3.4. BuumarenbHO HaOMpaTh HMMEHA CaWTOB, OCOOEHHO Ha KOTOPBIX
npoBojsATcs (pruHaHCcOBBIE oniepanm. [loaenbHbIe CallThl MOTYT UMETh OTJIHYNE
Jla)Ke OJTHOTO 3HAKa WJIU TOT K€ BUJ, YTO U OpUTHHAJIbHBIC. Takue calThl MOTYT
coJlepKaTb HEBUJMMbIE OOJIACTH, HAXATHE HAa KOTOPbIE MOXKET INMPUBECTH K

3apaxkeHnto APM BpeqoOHOCHBIMM MporpaMMaMH WIM [E€peHanpaBiICHUE Ha
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3apakeHHble caiiTel. bonee Oe3omacHO He HaOupaTh BPYYHYIO HAaUMEHOBAHHE
caiiTa, a MoJb30BaThCA 3apaAHEE CACIAaHHBIMH 3aKJIaKAMU.

3.5. B Hacrosee Bpems KHOEpPHPECTYNHHUKH CO3JAIOT MOJAEIbHBIE
caiitel sk00bl 111 omuatel mtpagoB 'MBJIJl wnmu odopmieHus 3asBku Ha
KpeauT U Opyrux ueneil. Ha He mpoBepeHHBIX caiiTaX BBOJ KOH(PHUIECHINATbHBIX
JTAHHBIX HE PEKOMEH1yeTcs!

3.6. Kateropuyeckn 3ampemieHo UCHOJIb30BaHUE JIA  CIy>KeOHOU
NESATEIbBHOCTY ~ MHOCTpaHHbIX  VHTepHeT-cepBHCOB  cHCTEM  OOMEHa
cooOmeHussMu, rojiocoBoil n BuaeomHpopmarmeir (ICQ, QIP, Jabber, Viber,
Whatsap, Skype, Trello u T.1.), 00ma4HbIX CepBUCOB XpaHeHHS HHGOPMAIMH
(iCloud, Google Drive, Dropbox u 1.1.).

3.7. Ilomb30BaTeIISIM 3aIPEIACTCS:

- HCIIOJIb30BAaTh JOCTYII K ceTU MIHTepHeT B TMYHBIX LEIX;

- IOCEeIaTh 1I0CYTOBO-Pa3BIEKATEIbHbIE CANUTBHI;

- ICTIOJIB30BaTh JIOCTYNl K ceTu WHTepHEeT M pacnpoCTpaHEHUs U
TUPAKUPOBAaHUA MH(GOpPMAaLMU, KOTOpas HallpaBjieHa Ha MpoMaraHay BOMHBI,
pa3)KUraHue HaAMOHAIbHOM, PACOBOM WJIM PEJIUTMO3HOM HEHABUCTH U BPAXKIbI,
a TakKe MHOM HH(OpMAaIMM, 3a pacHpOCTpaHEHUE KOTOPOW MperycMOTpeHa

YTOJIOBHAs WIX aJIMUHUCTPATUBHAS OTBETCTBEHHOCTD.
4. IlpaBuyia padoThl € 3JIeKTPOHHOM MOYTOM

4.1. Ina  cayxxeOHOW  JEATEIPHOCTH  HEOOXOAMMO  HCIIOJIh30BaTh
ANEKTPOHHYIO TMouTy jAomeHa IIpaButenbcTBa Camapckod —«samregiony,
MOYTOBBIE CEpBEPa TOCYNAPCTBEHHBIX opraHoB Camapckoil o0iacTu, opraHoOB
MECTHOTO CaMOYIPABJICHUs] MYHHUIMNAIBHBIX oOpa3oBanuii B (Camapckoi
00JaCTH W TIOJIBEIOMCTBEHHBIX WM opraHu3anuii. Mcnojib3oBaHue HHBIX
00IIEeIOCTYNMHBIX MOYTOBBIX CEPBHCOB JOLKHO OBITh HMCKJIIOYEHO.
Hcrmonp3yst  oOImIEAOCTYIHBIE  MOYTOBBIE CEPBHCH BBl CO3HATEJIBHO
MPEIOCTaBIIsIeTe TIepelaBacMy0 WH(OPMAIIMI0O dTUM CEpBHCAM W OHA MOJXKET

OBITH TOCTYITHA TPEThUM JiullaM. KaTeropuyecku 3anpemeHo ucnoib30BaHue
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HHOCTPAHHBIX MOYTOBBIX CEPBHCOB YIeKTPOHHOIT moutbl (Gmail, Yahoo u
T.J1.) AJISl CITY>KEOHOM e TETHHOCTH.

4.2. TIlpy noay4eHUH 3IEKTPOHHOTO NMUChbMa C BIIOKEHHEM HEOO0XOJUMO
BHHUMATEJIbHO IMOCMOTPETh aJpec OThnpaButens. B ciydae, ecin 3TOT aapec
HEU3BECTEH, UM OTJINYAETCS OT PEAILHOTO XOTs Obl OJHUM 3HAKOM, OTKpPBITHE
BJIOKCHH TaKMX IIMCEM HeE O€30MacHO, IOCKOJIbKY MOIYT COAEp’KaTh
BPEJOHOCHBIE POTPAMMBI.

4.3. B mocnenHee Bpems 3apUMKCHUpOBaHA pacChbUIKa HA 3JIEKTPOHHBIE
aZjpeca IMoJb30BaTeNeH, a TakKe Ha OPUIMATIbHBIC MTOYTOBBIC SAIIMKHA OPTaHOB
ucnojgHuTenpHo Bracth  Camapckoil 00JacTM W OpPraHoB  MECTHOTO
CaMOYMpaBJI€HUS] MYHHUIMNAIbHBIX oOpa3oBaHuil B Camapckoil 00jacTH, BO
BJIO)KEHHMH K KOTOPBIM COJIEpKAaTcsl BpPEIOHOCHbIE (hailibl TUHA «AKTHI
CBEPKH.ZIP», «Kommepueckoe peIoKEHHUE.ZIpY, «Cynebnoe
IIPOU3BOJICTBO.ZIP», C Pa3IMYHbIMH TrpaduyecKuMHu H300paxkeHussMu. Takue
BJIOJKEHHS, KaK IpaBuUIo, cozepxkar BUPYCHI-IIH()POBATBITIKU
(Trojan.Encoder), koTopble MMUTHPYIOT 3aBHCAaHUE OMNEPAIIMOHHOW CHCTEMBI
Windows kommbioTepa #  WUEQPYIOT AOKYMEHTBI IOJIb30BAaTEeNEe ¢
pactmmpenusmu *.doc, *.xlIs, *.pdf, *.txt, *jpg, *.tif, *.rar, *.zip u apyrumu,
HEKOTOpbIE NepeatoT (BOPYIOT) HHPOPMAIUIO HA CTOPOHHHUE CEpBEpA.

Bupychl-liu(poBaNbIIUKA He ONpeNessilioTCsl AHTHUBHPYCHBIMHU
NporpaMMaMu B MOMEHT 3apaxkeHust APM.

4.4. 1Tpu mony4yeHUW MHUCbMa OT HEU3BECTHOTO ajpecaTa, HEOOXOAMMO
CBSI3aTbCA C HCIIOJHUTEJIEM M YTOYHHUTHh HpOoUCXOoxkjaeHue QaitnoB. B ciyuae
HEBO3MOXKHOCTH YCTAaHOBHUTb IPOMCXOXKJIEHHE MHCbMa, HEOOXOIUMO €ro
yAJIUTh, HE COXpaHss U HE 3aIlycKas MPUIOKEHHbIE (ailiibl.

4.5. 3anpemnaeTcs nepefaBaTh WHGOPMAIMIO OTPAHUYEHHOTO JOCTYIIA
yepe3 cerb MHTepHeT (B TOM 4MCIie MOCPEACTBOM 3JIEKTPOHHOM MOYTHI) O€3
MCITIOJIb30BAHUS CPEICTB 3aIUTHI MH(OPMAIUH.

4.6. 3anpemaeTcsi OCYIIECTBISATh MAacCCOBBIE PACCBUIKUA 3JIEKTPOHHOU

No4YThl Hecly:keOHoro xapakrepa (CIIAMa).
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4.7. Heo6x0onuMo CBOEBPEMEHHO OUMIIATh CBOM TTOYTOBBIH SIIIHK.

5. HpaBmIa MOJIB30BaAHUS IrOCYyAapCTBCHHBIMA U MYHUIIUTIAJIbHBIMHA
I/IH(l)OpMaIII/IOHHbIMI/I CUCTEMaMH

5.1. APM, wucnons3dyemble a1 pabOTBl C TOCYJApCTBEHHBIMH U
MYHULIUNATBHBIMU UH(pOpManmoHHeiMu cucteMamu (nanee — ['MMC u MUC)
JOJDKHBI  COOTBETCTBOBAaTh TPEOOBAHMSM, H3JI0KEHHBIM B JOKYMEHTALIUU
cootBercTByromux ' MC u MUC.

5.2. Ilepen nauvamom pab6otel B TMIC m MUC mnonbp3oBatenu MOTKHBI
O3HAKOMHUTbCA € TmpaBujgamMu paboTel B cooTBercTBytomux [MC u MHUC

(MHCTPYKUUSMHU TOJIH30BATEIISIM).

6. IlpaBuia paGoTsl B ABTOMATH3HPOBAHHOI HHGOPMALIMOHHOI
cHUcTeMe JOKYMEHT0000poTa U AeJIONPOU3BOACTBA B AIMUHUCTPALMHU
I'yoepnaTropa Camapckoii 00;1acTu, cekperapuare IlpaBurtesibcTBa
Camapckoii 00J1acTH 1 OPpraHax UCIOJHUTENbHOI BiacTu Camapckoi
obs1acT

PaGota B aBTOMaTu3upoOBaHHOW  HMH(POPMAIMOHHOW  CHCTEME
JTIOKyMEeHTO00opoTa U aenonpousBoactea (nanee — AVUC JI/]) AnMuHuCTparuu
['ybepnaropa Camapckoii obnactu, cekperapuare [IpaBurensctBa Camapckoii
o0macT ®W  oOpraHax wucnojJHuTenabHOoM Brnactu Camapckoit — obnactu
OCYULIECTBIISIETCS C NMPUMEHEHUEM 3JIEKTPOHHOM MOJIUCH, B COOTBETCTBHM C
npuinoxkenneM Ne 1 «MHCTpyKIuu Mo [enonpou3BOACTBY B AJAMUHUCTPALIUU
['y6epuaropa Camapckoii o6mactu, cekperapuate [IpaBurensctBa Camapckoii
o0jlacTh W oOpraHax MCHOJHUTENIbHOW Biacth Camapckoi 00JacTHy,
YTBEpKIIEHHON  pacniopspbkennem  ['yOepnatopa  Camapckodt — oOrjacTu

0T 29.04.2013 Ne 234-p.
/. IlpaBWjIa aHTUBMPYCHOM 3aIIIUTHI

7.1. Ins oOecrieueHrss aHTUBUPYCHOM 3aIIMUTHI JOJKHO HCIOIb30BATHCS
cepTUPUIIMPOBAHHOE JIMLEH3UOHHOE AHTHUBUPYCHOE MIPOTPaMMHOE

oOecrieueHue.
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7.2. SlpnbIk  aHTUBHPYCHOW TMPOTPAMMBI, KaK TMPABWIO, HAXOAUTCS B
o0nacTd yBEAOMJICHHS WJIM Ha BKJIAQJKE «OTOOpa)KaTh CKPBITbIE 3HAUYKID)
(HWOKHUH TIpaBBIN YTOJI DKpaHa).

7.3. [lonb3oBarenu npu paboTe ¢ BHEMIHUMU HOCUTENSIMHU WHGOpMAIUU
00s13aHbl Tiepe]] HavyajloM pPabOThl OCYIIECTBUTh HMX MPOBEPKY HA MpPEIMET
OTCYTCTBHUS KOMIIBIOTEPHBIX BUPYCOB.

7.4. OGHOBIIGHWE  AHTUBHUPYCHOM  MpOrpaMMbl, KaKk  MpaBUio,
MPOU3BOIUTCS] ABTOMATUYECKH, B IPOTUBHOM CIIy4ae HEOOXOIUMO 0OpaTUThCA
K agmuaucTpartopy JIBC.

7.5. Ilepuognueckoe TECTUPOBAHUE BCETO YCTaHOBJIEHHOT'O
IpOrpaMMHOr0  OOecredeHus: Ha  TpPeIMET KOMIBIOTEPHBIX  BHUPYCOB
npou3BoaUTCsl aBToMartuuecku. I[lomHyro mipoBepky APM  HeoOGxoaumo
MPOBOJAUTH NIPU YCTAHOBKE AaHTHUBUPYCHOM MPOrpaMMBbl, B CIIy4yasx MOAO3PEHUS
3apaX€HHUEM, IEpUOINUIEcKU 1 — 2 pa3a B roJ.

7.6. B cayyae oOHapy»eHHUS MOAO3PUTENBHBIX MPOrpaMM cpadaThIBaeT
aHTUBUPYC M HEOOXOAMMO TPEKPaTHTh Kakue-muoo neiictBusi Ha APM wu
oOpaTtuThcs k agmuuuctparopy JIBC.

7.7.B cinydae oOHapyXeHHs BHUpYCa, HE IMOAJAIONIETOCS JICYCHUIO,
anmuauctparop JIBC, oTBeTcTBeHHBII 3a oOecrnedeHre Oe30macHOCTU
uH(pOpMaIK, NPUHUMAET MEPbI IO BOCCTAHOBJIEHUIO PAOOTHI CUCTEMBI.

7.8. Bupychl-mmppoBanbliuki  HE  ONPENENSIOTCS  aHTUBUPYCHBIMU
MporpaMMamMu B MOMEHT 3apakeHuss APM.

7.9.B Tex cmywasx, Korma 3apaxkeHue Bupycom APM Bce-Taku
MIPOU30IILIO0, HEOOXO0IUMO:

- HEMEJIJIEHHO OTKJIIOYUTh KOMIIBIOTED [JIi OCTAHOBKM JACHCTBUH
BPEJOHOCHON TPOrpaMMbl U HE BKJIIOYATh KOMITBIOTEP C 3arupOBaHHBIMH
JAHHBIMH, T.K. BO BpeMsl BKJIIOYEHUU M MEPe3arpy30K MPOUCXOASIT U3MEHEHUS
(baiioBoii CUCTEMBI KOMITBIOTEPA;

- HE MBITaThCS CAMOCTOSITENIbBHO HW3MEHATHh PACIHIUPEHUS 3apPaAKEHHBIX

GaiiioB, a Takke yAalATh JoOble Qailiasl ¢ paboyero KOMIbIOTEpa U



AIIEKTPOHHBIE COOOIIEHNS;

- 00paTUTBhCS K JOJHDKHOCTHOMY JIMILy, OTBEUAIOIEMY 3a YCTaHOBKY
aHTHBHPYCHBIX IIpOrpaMM, oOecrieueHue 0e30macHOCTH MH(OpMalnuyu B CBOEM
CTPYKTYPHOM IOAPAa3/IEICHUN;

- 00paTUTBbCSI K TEXHUYECKUM CIIEHUAINCTaM 10 HH(POPMAIMOHHBIM
TEXHOJIOTHUSAM, 00CITYKUBAIOIIKUM Balry BEIYHCIUTENBHYIO TEXHHUKY;

- 00paTUTHCS B CIY>KO0Y TEXHMUYECKOM MOACPKKH YCTaHOBICHHOH y Bac
AHTUBUPYCHOU NPOrPaMMbl M COBMECTHO C HUMH IIOIBITATHCS BOCCTAaHOBUTH
yTpayeHHYI0 UH(OPMAIIHIO.

[To wuHdopmammu  npousBOAUTENEH  AHTUBUPYCHBIX  IpOrpaMm
BO3MOXXHOCTh BOCCTAaHOBJIEHUSI MH(pOpMaluud — MHUHUMAajbHa, T.K. Kaxaoe
BPEAOHOCHOE COOOIIEHNUE COAEPKUT UHANBUIYAITBbHBIN (ali-IHPpOoBATBLIIUK.

HanomnHaeM o HE0OXOJUMOCTH TPOBENEHUS PETYISIPHON MpOLEaypbl
PE3EpPBHOIO KOMMPOBAaHMS BCel BaxkHOUW paboueil mHpopmanuu APM, T.k. 31O
MO3BOJMUT OBICTPO BOCCTAHOBUTH Bamm 1aHHbIE B clydae UX HOBPEKICHUS

(3apakenusi)!
8. [IaposabHasi MOJIMTHKA

8.1. Unentudukanus v npoBepKa MOJUIMHHOCTH MOJIH30BATENS TIPHU BXOI€
B APM, wuH)OpPMAIMOHHYIO CHUCTEMY MOXET OCYIIECTBISATHCA IO TMapOJIo
YCIIOBHO-TIOCTOSIHHOTO JIEHCTBUSA, C HCIOJb30BAHUEM allllapaTHBIX CPEICTB
(TouchMemory u ap.), ¢ ucronb3zoBanuem JI1.

8.2. [lonnass rmIaHOBass CMEHa TApoJied ToJib30oBaTeNied  JI0hKHA
MPOBOAUTHCS PETYJISIPHO (HE pexke 1 pa3za B 3 Mecsina).

8.3. BuemnnaHoBasi cMeHa JIMYHOTO TAPOJIS WJIH YJaJIeHUE YIETHOM 3aIucu
M0JIB30BATEJNSI B CIy4yae MPEKpaIlleHUs €ro NOoJIHOMOUYU (YBOJbHEHHUE, MEPEX0l
Ha Jpyryilo paboTy W T.M.) JODKHA MPOU3BOAUTHCS HEMEIJIEHHO IOCHe
OKOHYAHHUS MOCJIEIHET0 ceaHca padoThl JAHHOTO MOJIb30BATENS C CHCTEMOM.

8.4. B ciyyae kommpomeTaluu (yTpathl, pa3rialleHus, Kpaxu, B3JIOMa)

JIMYHOI'O IIapOJIA IIOJb30BATCIIb AOJIKCH HCMCOJICHHO IIPCAIIPHUHATH MCPHBI 110
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CMEHE MapoJisl.

8.5. Xpanenne monp3oBaTeieM ~ 3HAUEHHWH  CBOMX  Mapojied  Ha
MaTepUaJIbHOM HOCHUTENE JIOMYCKAETCS TOJIBKO B JUYHOM, 3aMUPACMOM SIIUKE
(ceitde).

8.6. Ilpu BBome maposisi MOJB3OBATENIO HEOOXOJUMO HCKIIOUUTH
MIPOM3HECEHUE €ro BCIYX, BOZMOXXHOCTh €r0 MOJICMAaTPUBAHUA MOCTOPOHHUMHU
JUIAMHA W TEXHUYECKUMHU CPEACTBAMHU (CTAllMOHAPHBIMA W BCTPOCHHBIMHU B
MOOMIbHBIE TeedOHBI BUACOKAMEPAMH U T. II.).

8.7. IIpaBuna opMupoBaHUS MAPOJIS:

8.7.1. [1aposb JOJIKEH COCTOSATH HE MEHEEe YeM U3 BOCbMHU CUMBOJIOB.

8.7.2. B mapoJsie NOKHBI MPUCYTCTBOBATH CUMBOJIBI TPEX KaTErOpuil U3
YHClIa CIETYIOMNX YEThIPeX:

- MPONMCHBIE OYKBHI aHTIIMKCKOTO aldaBuTa OT A 10 Z;

- CTpOYHBIE OYKBBI aHTJIUMCKOTO aldaBuTa OT a /0 Z;

- mudpst (ot 0 10 9);

- CUMBOJIBI, HE TMpuHAIekKanme andaBUTHO-IUPPOBOMY HAOOPY
(mampumep: !,$.#, %).

8.7.3. [laposb HE MOXKET cojepxaTh UMs yueTHOU 3anucu [lonb3oBaTens
WM KaKyI0-TU0O0 ero 4acTh.

8.7.4. Ilapoms He IODKEH BKIIOYATh B CEOS JIETKO BBIYHCIISICMBIC
COYETaHUsI CUMBOJIOB, MpocThie maponu tuna «123», «111», «qwerty» u um
nonoOHsie, a Tak ke OO u gaTsl poxkACHUS CBOU U CBOMX POACTBEHHUKOB,
KJIMYKA JIOMAITHUX >KUBOTHBIX, HOMEpa aBTOMOOWJEH, TenedOHOB W JApyrue
MapoJii, KOTOpble MOTYT OBITH MOJ00paHbl, OCHOBBIBASICh HA HH(POPMAIIUHA O
M0JIb30BAaTelIe.

8.7.5. He wucnonp3oBaTh B KadecTBE IapoJisi OJWH M TOT XKE
MOBTOPSIIOIINICS CUMBOJI JTHOO MOBTOPSIONIYIOCS KOMOWHAIIUIO U3 HECKOJIBKHUX
CHUMBOJIOB (HaIlpuMep, «aaaaaaaa).

8.7.6. He ucmonp3oBaTh B KauecTBE MapoJisi KOMOWHAIIMIO CHUMBOJIOB,

HaOupaeMbIX B 3aKOHOMEPHOM TOpsJIKe Ha KiiaBuatype (Hampumep, 1234567 u
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T.IL.).

8.7.7. He nucmonb30BaTh paHee UCIOIb30BAHHBIC MAPOJIH.

8.7.8. Ilpu cmeHe maposii HOBOE 3HAYEHHUE JOJDKHO OTJIMYATHCS OT
MPEIBIIYIIEr0 HE MEHEE YeM B 4 TIO3HIIMSIX.

8.7.9. Bo BpeMs BBOjia mapoJisi HEOOXOAMMO YOEIUThCS, YTO KJIaBHATypa
HAXOAMUTCS BHE TOJISI 3pEHUS IOCTOPOHHUX JIHII, @ TAK)KE TEXHUYECKUX CPEICTB
(Bumeokamep, poroanmnaparon).

8.7.10. He wucnonp30BaTh OJWH Mapojib B Pa3HbIX HHOOPMAIMOHHBIX

pecypcax.

9. OTrBercTBenHocTh IloaIb30BaTE IS

[Tonp30BaTeNn HECYT MEPCOHAIBHYIO OTBETCTBEHHOCTh 3a CBOM JECHCTBUS
B MEpUOJ  OCYHIECTBICHHS  WH(DOPMALMOHHOTO  B3aWUMOJCUCTBUS  C
ucrojib3oBanueM APM;

3a Hapymenue Hactosiniero CBojaa mpaBuil, MOBJEKIIEE HEPABOMEPHOE
YHUUTOXEHUE, OJOKUPOBaHUE, MOAUPUKALIMIO JINOO KOMUPOBAHUE OXPAHIEMOM
3aKOHOM uHbopMaIm, HapylIeHUE paboTHhI roCyJapCTBEHHBIX
WH(POpPMAIIMOHHBIX CUCTeM U pecypcoB, APM mnonb3oBarenss MOXKET ObITh
orkirodeH oT JIBC 110 BeISICHEHUS! 0OCTOSITEIHCTB HAPYIIICHUS.

Hapymienue tpebGoBaHmii 3akoHOmaTeNnbcTBAa Poccuiickoir deneparuun
00 undopmaiuu, UHOOPMAIMOHHBIX TEXHOJIOTHSAX W O 3aluTe UHPOpMAaIUU
BJICYET 3a coboit JVCLHUILUIMHAPHYIO, IPpaXKIaHCKO-TIPABOBYIO,
aIMUHUCTPATUBHYIO WM YTrOJOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUU

C 3aKOHOJaTeNnbCTBOM Poccuiickoit denepannu.



